Remote debugging with IDA Pro. e pataRescue 2005

Since version 4.8, IDA Pro supports remote debugging of x86/AMD64 Windows PE
applications and Linux ELF applications over TCP/IP networks. Remote debugging is the process
of debugging code running on one networked computer from another networked computer:

The computer running the IDA Pro interface will be called the "debugger client".

The computer running the application to debug will be called the "debugger server".

Remote debugging will be particularly useful in the following cases:

To debug virus/trojans/malwares : in this way, the debugger client will be as isolated as
possible from the compromised computer.

To debug applications encountering a problem on one computer which is not duplicated
on other computers.

To debug distributed applications.

To always debug from your main workstation, so you won't have to duplicate IDA
configuration, documentation and various debugging related resources everywhere.

In the future, to debug applications on more operating systems and architectures.

This small tutorial will present how to setup and use remote debugging in practice.

The remote IDA debugger server.

In order to allow the IDA client to communicate with the debugger server over the network, we
must first start a small server which will handle all low-level execution and debugger operations.
The IDA distribution ships with a Windows debugger server (the win32_remote.exe file) and a
Linux debugger server (the linux_server file). With these, we can:

Locally debug x86/AMD64 Windows applications and DLLs from the IDA Windows
graphical and text versions.

Remotely debug x86 Linux applications and shared libraries from the IDA Windows
graphical and text versions.

Locally debug x86 Linux applications and shared libraries from the IDA Linux text
version.

Remotely debug x86/AMD64 Windows applications and DLLs from the IDA Linux text
version.

So let's first copy the small Windows debugger server file to our debugger server.
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This server accepts various command line arguments:

C:\> win32 remote -2
IDA Windows32 remote debugger server. Version 1.0. Copyright Datarescue 2004
Error: usage: ida remote [switches]

-p... port number
-P... password
-V verbose

Let's start it by specifying a password, to avoid unauthorized connections:

C:\>win32 remote -Pmypassword
IDA Windows32 remote debugger server. Version 1.0. Copyright Datarescue 2004
Listening to port #23946...

Note that the remote debugger server can only handle one debugger session at a time. If you need to
debug several applications simultaneously on the same host, launch several servers on different
network ports by using the -p switch.

Setting up the debugger client.

First, we copy the executable we want to debug from the debugger server (Windows or Linux) to
the debugger client (Windows or Linux). We can then load this file into IDA, as usual. To setup
remote debugging, we select the 'Process options...' menu item in the Debugger menu:

Debug application setup

&pplication IE:HID.ﬁ.HwingraphSE. erE

Input file IE:HIDﬁ.HwingraphSlZ.e:-:e

Directary ||:;x|Dm

Led Ll Lef L Ix

Emammeml
Hostname Idbgserver.test.net j ED”:|2394E j
Pazswaord Imypasswnrd j

k. Cancel | Help |

Specify the Application, Directory and Input file paths. Note that these file paths should be valid on
the remote debugger server. Also do not forget to enter the host name or IP address of the debugger
server: remote debugging will only be enabled if these settings are specified ! Finally, we enter the
password we chose for the remote IDA debugger server.
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Starting remote debugging.

Both debugger server and debugger client are now ready to start a remote debugging session. In
fact, you can now use all debugger related commands as you would with the local Windows PE
debugger or local Linux debugger! For example,we can run the process until EIP reaches the
application entry point, by jumping to this entry point then pressing the F4 key:

E DA Yiew-EIP

M [=] B3] .. General regist 2 =10 x|

.text:08481634 hinst= dword ptr & il s [ oosnonon . . crlo
-text:084681634 hPrelnst= dword ptr 6Ch I Lo[wingrapha? . exe :unk_4e008 |CF[0
-text:008401634 lpszCmdLine= dword ptr EBX| 00133088 Ls|debug21 -unk_13368B PFF'
-Es:ifggzglggz nCmdShow= dword ptr  18h  {lpcse[ 0012FFE0 b Stack[ 80086108 ]:0812FFBE |4F[0]
- S |[e0% 7aaeFi70 Lfntail d11:78uaFi7e zF [
* .text:AA481635 mov ebp, esp ES) I 004CB034 Ly|.data-off ACBO3Y SFIE
* _text:88481637 add esp, HBFFFFFFD4h =
* _text:0848163A mou eax, offset stru EDI | 00000000 Ly TFFT
: -EEH?ggzg:giE PUS: ebx EBP| 0012FFES ke[Stack[ 8888681D8] - 8812FFBS | |IF |1_
.text: pus esi
* _text:@8481641 push edi ESP| 0012FFeC LeStack[ 666001D8] - 8812FF8C DFFT
* .text:0au081642 call @_ InitExceptBlo EIF | 00401634 LelwinMain DFlE

1| | j EFLI 00000246

If we now directly terminate the process (by pressing CTRL-F2) and look at win32 remote's output
(on the debugger server), we indeed properly observe it accepted then closed our network
connection:

C:\> win32 remote -Pmypassword

IDA Windows32 remote debugger server. Version 1.0. Copyright Datarescue 2004
Listening to port #23946...

Accepting incoming connection...

Closing incoming connection...
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Attaching to a running process.

Another interesting possibility is to attach to an already running process on the remote computer. If
you click on the 'Attach to process...' command from the Debugger menu, IDA will display a listing
of all remote running processes corresponding to the file in your disassembly database:

E:Ehnnse process ko attach ko i -0 x|
1] I ame |

1E67E wingraph32. exe

k. Cancel | Help | Search |

Line 1 of 1 A

Double clicking on a process from the list will automatically suspend the process and attach to it,
allowing you to debug it without starting it manually. This attach process works from Windows to
Linux, from Windows to Windows, from Linux to Linux and from Linux to Windows.

Detaching from the debugged process.

Finally, if the debugger server is running Windows XP, Windows Server 2003 or Linux, you can
also detach from a process you were currently debugging, simply by using the 'Detach from
process' command in the Debugger menu:

r]IDA - Chwingraph32.exe - Running
File Edit Jump Search “iew | Debugger Options ‘Windows He

‘ ’ ll . | 3 D ED : ’ General registers

. S L reqisk
DA ViewESP DA Wigw egment regiskers
’ FPLU registers

ODebugger: Library loaded Threads lick
pebugger: Library loaded @é reads lis
Debugger: Library |oaded fEmgeun=Es

|.ﬁ.LI: idle |Du:uwn |Di5k: Z8al ’ Conkinue process
Attach bo process, .,
Process aptions. ..
“ Pause process
. Terminate process  Chrl+F2

Detach from process

IDA supports debugging of DLLs on Windows and shared libraries on Linux. On Windows, please
note that IDA can also attach to Windows services running either locally or remotely. In particular,
the 'Detach from process' command will be especially useful if you previously attached to a
Windows service: it will allow you to stop the debugger without terminating a critical Windows
service on the debugger server!
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